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Passenger 17A: The Snowden, Asylum and the Surveillance-Privacy Debate 

Refugee rights activists in the Indian sub-continent used India’s rejection of Edward 

Snowden’s asylum claim as a perfect pitching ground to engage in refugee rights advocacy in 

the country. While an asylum adjudication system might have accorded him a hearing, this 

piece argues that India’s decision to reject Snowden’s asylum claim is a tacit reinforcement 

of the government’s own surveillance measures, the logic of which underpins the rejection of 

Snowden’s asylum claim and the result of which can only be the eventual erosion of human 

rights and individual freedoms.  

 

It may be assumed that unless he seeks adventure or just wishes to see the world, a person 

would not normally abandon his home and country without some compelling reason. 

- Paragraph 39, UNHCR Handbook on Procedures and Criteria for Determining 

Refugee Status under the 1951 Convention and the 1967 Protocol Relating to the 

Status of Refugees 

 

With his ability to depart from Russia thwarted by withdrawal of his United States passport, 

Snowden re-applied and has now been granted asylum in Russia for one year. The asylum 

offer was made conditional on the fact that Snowden will not reveal any further information 

damaging to the United States, as long as he remains on Russian territory. The United States 

has since requested that Russia extradite Snowden, providing assurances that he will neither 

be given the death penalty, nor be tortured upon return. If Bradley Manning’s prolonged 

detention and recent trial is any indication, Snowden is likely, in the least to be subjected to 

solitary confinement, and may also be incarcerated for life, if ever returned to United States. 

Given the circumstances however, it appears likely that Russia may facilitate Snowden’s 

departure from Russian territory, in pursuit of friendlier and permanent pastures—possibly 

Latin America, where he was offered asylum by Venezuela, Nicaragua and Bolivia.  

 

Snowden initially filed asylum requests with 21 Embassies, and followed it up with another 6 

applications to undisclosed countries. For all the moral outrage and shock expressed over the 

scale of the US surveillance, not a single European nation was willing to offer him asylum, 

allegedly because of their own complicity in the NSA surveillance. Not behind in the list of 

countries that denied asylum to Snowden was India. In fact, while many European nations 

indicated that Snowden’s request for asylum could not be processed till he was physically 

present on their territory, India was one of the few countries to flatly reject his request for 

asylum.  

 

External Affairs Minister, Salman Khurshid declared that India was not an ‘open house’ for 

granting asylum and that the decision to reject Snowden’s claim was taken under India’s 

‘careful and objective’ asylum policy. Anyone who has been following India’s practice on 

asylum/ refugee related issues knows well enough that India has no such policy, much less a 

policy that is both careful and objective. Standalone decisions to grant asylum to public 
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figures such as Tibetan spiritual leader Dalai Lama and Bangladeshi author Taslim Nasreen, 

are driven more by political expediency and geo-political calculations than strong asylum 

adjudication policies. Despite hosting one of the largest refugee populations in the South Asia 

region and despite being a founding member of the UN High Commissioner for Refugees’ 

(UNHCR) Executive Council; India is neither a signatory to the 1951 Convention on 

Refugees nor does it have a national law on refugee/asylum issues. Accordingly, the arrival, 

stay and expulsion of refugees and asylum seekers to India are issues governed exclusively 

by one archaic piece of legislation pre-dating the 1951 Convention— the Foreigners Act, 

1946, and orders issued thereunder. This is complemented by the Citizenship Amendment 

Act, 2003 which further consolidates the lack of distinction between migrants, aliens and 

refugees. In some cases, the Indian government allows UNHCR to extend its protection 

mandate to refugees and asylum seekers from specific countries of origin. However, the 

geographical reach of UNHCR is limited and the protection mandate itself is based on co-

operation and co-ordination with the government.   

 

The absence of binding international and national legal obligations allows the Indian 

government to accept or reject asylum seekers based on their relationship with the latter’s 

country of origin. In light of India’s non-ratification of the 1951 Convention, the international 

obligations relevant to the government’s ad-hoc asylum adjudication policy flow from Article 

14 of the Universal Declaration of Human Rights, 1948 (UDHR), Articles 12 and 13 of the 

International Covenant on Civil and Political Rights, 1966 (ICCPR) and the customary 

international law principle of non-refoulement. The underlying principle of both UDHR and 

ICCPR is the same—whilst an individual has the right to seek and enjoy asylum, there is no 

concomitant obligation on Contracting States to grant asylum, much less an obligation to 

grant asylum automatically.  Further, the ICCPR allows Contracting States to circumscribe 

this right based inter alia on national security and public policy concerns. The principle of 

non-refoulement, which is a founding element of the 1951 Convention and has been read into 

Article 21 of the Indian Constitution,1 can also be restricted on grounds on national security 

or where the asylum seeker has been convicted of a serious crime.  

 

As it emerges, while UNHCR’s interpretation accepts that every departure is motivated by a 

'just cause’, how often this translates into elements of ‘refugeehood’ under international and 

more importantly, domestic asylum adjudication processes is dependent equally on the 

authorities conducting the process as well as applicable laws. It doesn’t help the cause of 

individuals like Snowden that post 9/11; many countries have introduced additional, stringent 

eligibility criteria for grant of refugee status within their respective domestic asylum 

legislations, which confabulate the rules of exclusion, expulsion and withdrawal of non-

refoulement protection—increasing the likelihood of denials of asylum requests. 

 

In the past two years, the Indian judiciary and executive have taken significant, positive 

strides in augmenting India’s commitment to refugee protection. In two major cases, the 

                                                             
1 Ktaer Abbas Habib Al Qutaifi v. Union of India. (1999 Cri L J 919), Gujarat High Court.  
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Indian government allowed UNHCR access to detainees in Indian prisons to facilitate status 

determination proceedings. As a result, 31 Arakanese rebels held in Indian custody since 

1998 and 64 Pakistanis, members of the Mehdi Foundation International, held in Tihar jail 

since 2007, were recognized as refugees under the UNHCR mandate and resettled through 

UNHCR channels. In December 2011, the Indian government notified Standard Operating 

Procedures for grant of long term visas to individuals who meet the 1951 Convention criteria 

of a refugee.2 Beginning June 2012, the Indian government agreed to extend this long term 

stay visa facility to UNHCR recognized refugees as well. Following these positive 

developments, the decision in Snowden’s case is seen by many as a harmful precedent. For 

one, it has re-ignited the debate among Indian activists about the need for a national asylum 

adjudication system.  

 

Whether India will eventually have a domestic policy on refugee and asylum issues is 

debatable. Whether Snowden would have benefitted from an existing asylum adjudication 

system, given the discretion conferred on decision making authorities, inbuilt in the 

underlying principles of asylum adjudication is however easier to respond to. The question is 

not only about Snowden’s eligibility for refugee status but also about the procedural and 

substantive law that informed the determination of his claim in India. True, a mandated, 

established system would have afforded him an opportunity for fair hearing and consideration 

as against a peremptory rejection of his claim, meeting the requirements of procedural 

propriety. But how different would the assessment of his claim have been from the 

perspective of substantive law?  

 

The substantive content of refugee protection is based on recognition of individual freedoms 

and liberties—including, but not limited to right to equality, non-discrimination, and freedom 

of speech and expression, all of which find embodiment in instruments such as the UDHR, 

ICCPR, and other specialized international human rights treaties. By basing its decision on 

these considerations, an asylum granting state effectively seeks to protect an individual’s 

right to exercise these individual freedoms and liberties. Just like under domestic law, under 

international human rights law also, the exercise of these rights is not unfettered. So when 

states deign upon an asylum request, the restrictions placed on the exercise of a right is taken 

into equal consideration— as much as the right to exercise a particular right itself. Given the 

Indian government’s views on free speech, dissent and surveillance; chances are, even an 

established asylum adjudication system would not have helped Snowden a whole lot. His 

rejection was a quick, albeit well thought out, and those who argue that the decision was 

unreasoned do so naively, and fallaciously.  

 

To understand how, we need to revisit the central argument in Snowden’s case—is he a 

‘fugitive’ on the run, avoiding criminal prosecution for activities deigned illegal under law or 

                                                             
2 See for e.g. Ministry of Home Affairs, Lok Sabha Unstarred Question No. 2458 available online at 

http://mha.nic.in/par2013/par2013-pdfs/ls-120313/2458.pdf. See also Lok Sabha Unstarred Question No. 

3569 available online at http://mha.nic.in/par2013/par2013-pdfs/ls-190313/3569.pdf.  

http://mha.nic.in/par2013/par2013-pdfs/ls-120313/2458.pdf
http://mha.nic.in/par2013/par2013-pdfs/ls-190313/3569.pdf
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is he ‘fleeing’ possible persecution. If it is the former, Snowden’s claim for international 

protection can be rejected, because the 1951 Convention is not designed to protect fugitives. 

However, as the UNHCR Handbook appropriately points out, there are situations in which 

the application of the prosecutorial law is so discriminatory or where the punishment under 

the law is so excessive that the resulting situation breaches the threshold of persecution.3 In 

these latter cases, the 1951 Convention would be applicable. As for Snowden, the desperate, 

unrelenting efforts of the United States government to apprehend and bring him back to 

United States to stand trial, the assurances forwarded for a promised return—no death 

penalty, no torture, as also the treatment meted out to Bradley Manning—all factors point 

towards a likelihood of discriminatory application of law and excessive punishment. These 

factors alone emphasize the legitimacy of Snowden’s claim.
4
  

 

But what has this got to do with the Indian government’s decision to reject Snowden’s claim, 

one may ask? If one were to take into consideration UNHCR’s interpretation, a whole lot.5 

As it currently stands, the Indian government has conferred upon itself powers of surveillance 

more expansive to those enjoyed by the United States government. In the past two years, the 

Government has pro-actively and with increased frequency circumcised dissent—willfully 

encroaching upon the right to freedom of speech, expression and thought guaranteed by the 

Constitution. The fact that in 2012 the Indian government filed 33% more requests with 

Google than it had filed in 2011 (almost 80% of these requests were for removal of data), the 

total number of requests only second to those made by the United States, echoes this 

sentiment. Add to that, the government’s arm twisting of service providers such as Facebook, 

Twitter, and RIM to monitor social media content, requests for censoring and deletion of 

‘unacceptable’ content as well as requests for information of personal, non-public user data 

highlights the decreasing tolerance for dissent and individual privacy. Simultaneously, 

despite international obligations that it has willingly undertaken, the government doesn’t yet 

have a law to protect whistleblowers6 and has repeatedly failed to prevent fatal attacks against 

whistleblowers. For India, it would indeed be hypocritical to grant asylum to someone like 

                                                             
3 For e.g. the Handbook states at paragraphs 59: In order to determine whether prosecution amounts to 

persecution, it will also be necessary to refer to the laws of the country concerned, for it is possible for a law 

not to be in conformity with accepted human rights standards. More often, however, it may not be the law but 

its application that is discriminatory… 
4 For e.g. see the UNHCR Handbook on Procedures and Criteria for Determining Refugee Status, which at 

paragraph 43 states: These considerations need not necessarily be based on the applicant’s own personal 

experience. What, for example, happened to…other members of the same racial or social group may well 

show that his fear that sooner or later he also will become a victim of persecution is well-founded. The 

laws of the country of origin, and particularly the manner in which they are applied, will be relevant. The 

situation of each person must, however, be assessed on its own merits. In the case of a well-known 

personality, the possibility of persecution may be greater than in the case of a person in obscurity . 

(emphasis mine)  
5 For e.g. the UNHCR Handbook at paragraph 60 states: In such cases, due to the obvious difficult involved in 

evaluating laws of another country, national authorities may frequently have to take decisions by using 

their own national legislations as yardstick. Moreover, recourse may usefully be had to the principles set 

out in the various international instruments relating to human rights… (Emphasis mine).  
6 These obligations, especially the obligation to protect whistleblowers and legislate upon the same flows from 

the UN Convention Against Corruption, which India ratified in 2011.  
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Snowden, whose ode is to individual privacy and right of freedom of speech, and opposition 

is to the very principles of state surveillance and secrecy that resonate strongly in current 

Indian policy.  

 

The Indian government’s views on the legality of PRISM lend weight and credence to this 

argument. When the PRISM surveillance story first broke, it was disclosed that India was 

among the top five countries under data surveillance, including surveillance of the Indian 

Embassy in Washington D.C. Such long term, widespread surveillance of an Embassy 

premises is a clear violation of the Vienna Convention on Consular Relations, 1963—a 

transgression which would at least lead to the lodging of an official objection through 

diplomatic channels. Surprisingly, the External Affairs Ministry spokesperson when 

commenting on the issue, only spoke about how it would be “unacceptable” if privacy rights 

of Indian citizens had been breached by the US data mining program. Leave alone an official 

objection, no government official even verbally criticized the breach of the principle of 

diplomatic inviolability that PRISM successfully achieved. Subsequently, when Salman 

Khurshid spoke about India’s rejection of Snowden’s claim, he justified PRISM and stated 

that the program did not involve any “snooping” on actual content, but only computer 

analysis of patterns of emails and calls exchanged, including of information obtained from 

surveillance of the Indian Embassy premises in Washington D.C.   

 

There is obviously a deeper, more disturbing underlying purpose behind this unabashed 

approval of PRISM and in the rejection of Snowden’s asylum claim. By doing so, the Indian 

government is trying to bolster the credibility of its own network of surveillance and 

monitoring programs (they did it, why can’t we?)—the foundations of which have already 

been laid with the implementation of Aadhar /UID, the existence of the National Technical 

Research Organization (NTRO), and the surreptitious launch of the Indian Central 

Monitoring System (ICMS) as well as the Crime and Criminal Tracking Network and 

Systems (CCTNS) in early 2013. As if these initiatives were not enough, the Government 

also proposes to launch the National Intelligence Grid (NATGRID), the National Counter 

Terrorism Center (NCTC), and the Centre for Communication Security, Research and 

Monitoring (CCSRM) — all of which are expansive surveillance programs conceptualized as 

integrated intelligence grids that will link available databases of different governmental 

departments and ministries. Working in tandem, this network of surveillance programs will 

allow the government to collate and control all sorts of data- necessary or unnecessary on any 

individual ever registered with the government. Already, to effectuate the ICMS, the Mumbai 

police have launched the ‘Social Media Lab’, staffed with 20 police officers. The Lab will 

monitor Facebook, Twitter and other social networking sites and sieve through discussions on 

‘public issues’ and track matters related to ‘public security.’ This information, the Mumbai 

Police spokesperson Satyanarayan Choudhary stated will be used to plan “law and order”, 

whatever such vague usage may imply. Even the Assam Police Special Branch has agreed to 

implement the ICMS, and monitor North-Eastern states of Assam, Arunachal Pradesh, 

Sikkim and Meghalaya as well as cross border chatter from Tibet.  
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The concern is not that surveillance mechanisms exist, for the argument is not to criticize all 

forms of government surveillance per se. Some level of surveillance is good, even required. 

However any surveillance mechanism or policy, when devoid of a system of checks and 

balances, runs the risk of sidestepping fundamental freedoms and individual liberties and 

illegitimately restricting them. It is impossible to deny that for all its accumulated 

transgressions, PRISM is based in law. The powers conferred upon the National Security 

Agency (NSA) vis-à-vis the PRISM, however broad, were deigned legal post 9/11 through 

the PATRIOT Act, and have been expanded through various amendments and court 

decisions.7 Nevertheless, despite its legality, the program’s reach has been so intrusive that it 

has problematized the necessity of state sponsored surveillance and prompted the United 

States Congress to debate the idea of restricting the powers granted to the NSA.  

 

But in India, even with the constitutional validity of the National Investigative Agency 

(NIA)8 in doubt, and despite the crippling criticism of Aadhar and the increased public outcry 

against unnecessary restrictions on freedom of speech and expression; the government has 

gone ahead and implemented the ICMS and CCTNS—programs which have no basis in law 

and which are so unregulated, and expansive that even PRISM pales in comparison. And 

therein is the problem’s core— these surveillance programs, whether it be Aadhar, ICMS, 

CCTNS (or any such program which may come in the future) are largely operating in a realm 

free of any sort of regulatory or parliamentary oversight—many have been effectuated by 

sub-ordinate legislations, or Home Ministry ‘Letters’ (for e.g. CCTNS, the conceptual 

framework for which was proposed vide Home Ministry Letter No. IV.24021/2/08-PM-I 

dated May 7, 2008) and exercise powers which have not been conferred by the Parliament or 

any other legislative body. These programs especially the ICMS, do not have any operational 

guidelines and leaves many questions unanswered—who can authorize interception of data, 

how long can intercepted data be retained and by whom, under what conditions, etc. And 

allowing the government to operate in this manner is equivalent to legitimizing their actions, 

offering them the authority they need to violate our rights.  

 

For one, there are no specific privacy laws in India. While the Indian Constitution does not 

explicitly guarantee a fundamental right to privacy, over time, it has been read into Article 21 

of the Indian Constitution by the Supreme Court and various High Courts. However, like any 

other right, the right to privacy too is not absolute, and can be restricted to prevent crime, 

disorder or protection of public health and morals as well as the rights and freedoms of 

others—a list of caveats the government only seems happy to use to its benefit. The existing 

structure for protecting of personal, sensitive information, including financial, medical and 

other information, governed by the Telegraph Act, 1885, Code of Criminal Procedure, 1973 

                                                             
7 For a comprehensive chronology, see Joshua Foust, We Are to Blame, June 6, 2013 available online at 

https://medium.com/joshua-foust/caca1560b351.  
8 The NIA was established vide the National Investigative Agency Act 2008 in light of the 2008 Mumbai bomb 

blasts. It is envisaged as a federal counter terrorism and has been granted sweeping powers. The NIA has 

requested the Department of Telecommunications to link it to the ICMS, a program which is monitored by the 

Intelligence Bureau (IB) and has been developed by the Telecom Enforcement, Resource and Monitoring 

(TERM) and Centre for Development of Telematics (C-DoT).  

https://medium.com/joshua-foust/caca1560b351
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(CrPC); the Information Technology Act, 2000 (ITA) and the Information Technology 

(Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) 

Rules, 2011 (ITR) is woefully inadequate. Under these legislations, the Indian government 

enjoys unbridled power to intercept, monitor, secure, and collect information on individual 

citizens for a variety of reasons ranging from protection of the country’s sovereignty and 

integrity to verification of identity, maintain public order, detection, prevention or 

investigation of offences as well as for the purposes of prosecution and punishment. The ITA 

especially expands upon the government’s power to conduct wiretapping, diluting the 

provisions of the Telegraph Act 1885. In fact, the government unabashedly perpetuates these 

illegalities—the telecom licenses granted by the Department of Telecommunications (DoT) 

to Internet, cellular and telecom service providers require that they provide direct access to all 

communications data and content without a warrant, which is impermissible under existing 

laws. In 2006, the Indian Supreme Court, while pronouncing judgment in the case of Public 

Union of Civil Liberties v. Union of India and Another9 held that telephone tapping was a 

serious violation of an individual citizen’s right to privacy and that while the government had 

the authority to implement its intelligence operations, it had to always remain mindful to 

protect this individual right to privacy from being abused by the authorities.  

 

It is said that actions speak louder than words. In the case of the Indian government, both its 

actions and its intentions clearly indicate that it doesn’t care—either for the Court’s ruling or 

for the rights of its citizens. Unlikely therefore it would have cared for Snowden. At least 

Snowden is now enjoying some reprieve in Moscow. For everyday Indians and non-citizens 

in India, the struggle with these inadequacies is just beginning.  

                                                             
9 A.I.R. 1997 S.C. 568, judgment text available online at http://indiankanoon.org/doc/87862/.  

http://indiankanoon.org/doc/87862/

